INSTITUTE

Cyber Security —
Managing the End User
Security Awareness

Course No 150

Cyber security is a key issue that affects everyone in
the digital environment we live and work in. The aim of
this course is to ensure that the end user has enough
security awareness to turn them into a strong last line of
defence in identifying cyber-attacks and protecting your
organisation. This interesting and practical course will
help you and your staff in an interactive course. The key
benefits will be the change in users’ behaviour to reduce
risk from phishing and other cyber attacks, prioritisation
and improvement of incident response and reporting

of incidents and ultimately the reduction of successful
phishing attacks and malware infections.

Supported by:

'@ CYBERSIFT

MALTA STOCK EXCHANGE

BRIGHTER

Sample Topics Covered:

Introduction to Information Security (the CIA Triad)

Introduction to Security Standards

Defence:
- What are we defending?
- Categories of Personal Data
- Know Your Environment. Know your equipment

The Internet of things

Policies and Procedures explained

Popular, current-day attack techniques

My personal attack surface and how this can be exploited

End Point Protection. What is it and why do | need it?

The Human Element — Awareness

Types Phishing

Golden Rules for information security




Cyber Security — Managing the End User
COUfSG 1 50 Security Awareness

General Information

Time: 09:00 - 12.00hrs
Venue: Online
Level: Introductory

Schedule

Duration: 3 hours
Dates: 4 July
9 October

Target Audience

Cyber security and end user security awareness
affects almost everyone so all business owners,
managers, and employees of any organisation will
find this course useful and interesting.

Registration fee: €95 per participant

* Full time student (50% discount)

» Senior citizen (50% discount)

» Group booking of 4 or more applicants
from the same Organisation (10% discount)

Applications are to be made by clicking
the ‘apply now’ button and completing
the online application process.

Malta Stock Exchange Institute Ltd.
Garrison Chapel,

Castille Place,

Valletta VLT 1063,

Malta

website: www.borzamalta.com.mt
email: msei@borzamalta.com.mt
tel: +356 21 244 051

Lecturer

Mr Brian Zarb Adami

Twenty-eight years senior management experience

in the ICT industry, currently Chief Executive Officer

at CyberSift; a firm specialised in the design and
development of information security software.
Previously Vice President of Software as a Service

at Aurea Software a global business employing three
thousand people worldwide. Brian holds a B.Pharm
(Hons.) degree from the University of Malta, is a CISA
certified Information Systems Auditor, SCRUM Master,
as well as a PRINCE2 Project Manager. Certified in
RPA — Robotic Process Automation using systems that
help organizations automate their business processes.
He has extensive Plc experience and is a keen
advocate of business transformation with a proven
track record.

Cheques to be made payable to: Malta Stock Exchange Institute Ltd.

Payments by bank transfer

Bank: Bank of Valletta plc
IBAN Code MTO04VALL22013000000040025119059
IBAN BIC: VALLMTMT

Kindly insert your NAME, SURNAME, ID CARD NUMBER
and COURSE NUMBER in the transaction narrative.

This application is to be accompanied by payment or proof
of payment by bank transfer.




